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The increasing deployment of audio models has highlighted critical security concerns, particularly those related to model originality
and intellectual property protection. The risks of unauthorized copying and misuse have made watermarking an important and rapidly
growing area of research. This study presents a comprehensive review of recent advances in audio model watermarking, systematically
categorizing existing approaches, evaluating their strengths and weaknesses, and identifying key gaps in current research. In addition,
the paper reviews watermarking techniques specific to audio models and outlines a set of metrics for evaluating their performance.
The study concludes by discussing promising directions for future research in this area.
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1 INTRODUCTION

As the application of audio models expands into various tasks, they not only enhance the efficiency of human-computer
interaction, but also provide users with tailored experiences [88]. However, this widespread adoption has raised
significant issues related to intellectual property protection and security [84, 90]. Unauthorized replication and misuse
lead to substantial economic losses for model developers and companies [14, 30, 74]. Consequently, watermarking
technology has become increasingly important as an effective measure for model protection [103]. Watermarking for
audio models is a technical measure that ensures security by embedding identification information in the model [4]. As
shown in Figure 1, research on watermarking technologies for audio models has demonstrated steady growth over the
past five years, both volume and publication quality showing consistent improvement. This trend reflects the field’s
growing impact and promising research potential (literature cutoff: 24:00 CST, 10 December, 2025). Information related
to the review of the literature, such as the main libraries searched for primary studies, inclusion and exclusion criteria,
and keywords and synonyms for the search is presented in Tables 1, 2 and 3.

Digital watermarking [13] includes multimedia watermarking [23] for digital media such as image [38, 68], video [89],
text [3, 48], and audio [28], as well as watermarking for AI models [20, 58, 101]. Among these, multimedia watermarking
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Fig. 1. Publication of audio model watermarking.

focuses on digital media such as image, video, text, and audio as the carrying content, embedding watermark information
using media signals, including information hiding [32, 96]. Watermarking for AI models, on the other hand, targets AI
models by embedding and verifying watermark information through methods, such as model parameter modification or
trigger sets [107]. In recent years, some studies have proposed post-hoc watermarking methods [7, 34, 49, 60, 61, 75, 78],
however, they largely focus on the modification of digital media content (e.g., images, text, and audio) generated by
AI models, rather than the models themselves. Technically, these approaches still follow the ideas of conventional
approaches designed for multimedia content watermarking, rather than the emerging methods for model watermarking.
Since post-hoc audio watermarking is essentially an adaptation of the techniques for audio content watermarking, it is
excluded from the analysis of watermarking techniques for audio models reviewed in this paper.

Depending on the type of models, the techniques designed to watermark the models can be divided into those
for classification models [26] and those for generation models [70]. In terms of access rights to the model during
watermark embedding and extraction, model watermarking can be classified into white-box watermarking [8], black-
box watermarking [10], gray-box watermarking [76] and no-box watermarking [104]. Depending on the level of fragility,
model watermarking can also be classified into robust watermarking [98], fragile watermarking [77], and semi-fragile
watermarking [1].

In the field of audio model watermarking, Chen et al. [8] presented the first white-box watermarking method for
audio models. Jia et al. [29] presented the first watermarking method for multi-modal models that include audio models.
Cho et al. [12] optimized the watermarking method originally designed for an image generation model and applied
it to the audio generation model. Rathi et al. [69] proposed the application of adversarial samples as a trigger set.
Lv et al. [51] proposed a multi-modal watermarking method against model extraction attacks. Wu et al. proposed a
Manuscript submitted to ACM
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Audio Model Watermarking: Methods, Metrics, and Unresolved Challenges 3

watermarking scheme for autoregressive speech generation models [99]. These innovative methods lay the groundwork
for future research in this field and underscore the growing interest in safeguarding audio models from misuse and
unauthorized copying.

This paper reviews key advances in audio model watermarking during 2020-2025 (literature cutoff: 24:00 CST, 10
December, 2025). We classify existing methods, analyze their strengths/weaknesses, and identify research gaps. It
includes a functional analysis of audio model watermarking techniques with evaluation metrics, and concludes with
future research directions. The contributions of this paper are as follows.

• We are the first to conduct a thorough analysis of audio model watermarking methods, identifying their benefits
and limitations, and offering a comprehensive survey.

• We provide a set of metrics for performance evaluation, compare the performance advantages and disadvantages
of different schemes, and analyze technical gaps in this field.

• We propose future research directions for audio model watermarking by analyzing the shortcomings and
important missing pieces of existing work.

The subsequent sections of the paper are arranged as follows. Section 2 defines audio model watermarking and
analyzes the attacker’s capabilities. Section 3 summarizes the existing methods. Section 4 presents evaluation metrics
for watermarking functions and robustness evaluation against watermark attacks. Section 5 explores future directions.
Section 6 concludes the work.

Primary repositories

Google Scholar https://scholar.google.com
IEEExplore http://ieeexplore.ieee.org
ACM Digital Library http://dl.acm.org
Web of Science https://webofscience.clarivate.cn/
Springer Link https://link.springer.com
arXiv https://arxiv.org/
Secondary repositories

Semantic Scholar https://www.semanticscholar.org
ScienceDirect https://www.sciencedirect.com
Scopus http://www.scopus.com

Table 1. Main libraries searched for primary studies.

Keyword Synonyms

audio speech, voice, sound, music
model models
watermark watermarked, watermarking, watermarks

Table 2. Set of keywords and synonyms for search.

Manuscript submitted to ACM



157

158

159

160

161

162

163

164

165

166

167

168

169

170

171

172

173

174

175

176

177

178

179

180

181

182

183

184

185

186

187

188

189

190

191

192

193

194

195

196

197

198

199

200

201

202

203

204

205

206

207

208

4 Xu et al.

Inclusion criteria

Papers on methods, metrics and challenges for audio model watermarking
Papers published in general conferences/journals
Papers published from 2020 to 2025 (literature cutoff: 24:00 CST, 10 December, 2025)
Papers on generative watermarking for audio model watermarking
Exclusion criteria

Papers not about audio model watermarking
Papers about audio watermarking
Papers on post-hoc watermarking for audio model watermarking
Publications not in English

Table 3. Inclusion and exclusion criteria.

2 DEFINITION OF AUDIO MODELWATERMARKING AND ATTACKING

A typical watermarking method for audio models is illustrated in Figure 2 and Table 4. The watermark information
can be embedded in the output𝑚 of the intermediate layer by changing the parameters of the intermediate layer 𝐿 or
the structure 𝑆 . For the audio classification model, the goal is to classify the input audio 𝑥 , with the output 𝑦 being
the classification result. The watermarking techniques focus more on adding watermarks in the intermediate layer 𝐿
and its output𝑚, since these layers determine the final classification result of the model [46]. For the audio generation
model, the goal is to generate new audio 𝑦. A common method for embedding watermarks in this type of model is to
add a watermark to the intermediate layer 𝐿, which is called generative watermarking [70]. This layer determines the
characteristics of the final generated audio [39], allowing the model owner to embed copyright information directly
into the generation process itself.

Symbol Description

𝑥 Initial input to the model
𝑆 Structure of the model
𝐿 Intermediate layer structure for the audio model
𝑚 Intermediate outputs generated by each layer
𝑦 Final output
𝑝 Model parameter
𝑤 Original watermark
𝑤𝑒 Extracted watermarks
𝐹𝑤 Watermark embedding functions
𝐸𝑤 Watermark extraction function

Table 4. Parameter description of Figure 2.

Although various watermarking mechanisms offer protection for different models, these techniques also face threats
from various attack scenarios. For the attack of audio watermarking models, the attacker’s capabilities can be divided
into black-box and white-box.

• Black-Box [21]: In a black-box attack, the attacker can only access the target model through the input and
output interfaces. The attacker can construct specific input samples and observe the output results to detect the
existence of the watermark.

Manuscript submitted to ACM
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Watermark RemovalWatermark DetectionWatermark Forgery
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Fig. 2. General process of a typical audio model watermarking method: 𝐹𝑤 is the watermark embedding process, 𝐸𝑤 is the watermark
extraction process.

• White-Box [59]: In a white-box attack, the attacker has full access to the internal structure and parameter
information of the target model. The attacker can analyze the watermark embedding method within the model
and then modify or remove the watermark directly.

3 WATERMARKING METHODS FOR AUDIO MODELS

To systematically review audio model watermarking advances (2020-2025), we first categorize methods by model type
and task (see Figure 3 and Table 5). These approaches fall into two categories: parameter-modification based (Section
3.1) and trigger-set based (Section 3.2). The datasets commonly used in the scheme are summarized in Table 6. Some
datasets lack specific species counts so they are denoted by ‘-’ here.
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Audio Model 
Watermarking

Trigger-based

Parameter-based

Black-Box

White-Box

Black-Box

White-Box

Design specific input-
output trigger sets. 

Trigger analysis 
reverse-engineers 
model behavior.

Change external 
parameters of the 

model.

Directly or indirectly 
change internal model 

parameters.

 

 

[9, 10, 47, 51, 69, 92, 105]

[5, 17]

[18, 35, 40, 44, 45,
50, 87, 99, 100, 102]

[8, 11, 12, 29, 71, 81, 86, 107]

Fig. 3. Classification and implementation of audio model watermarks.

Audio Model Tasks Number of Works Watermarking Methods

Audio Classification Model

Speech Recognition 7
Based on model
parameter modification.
Based on trigger sets.

Speaker Recognition Identification 3 Based on trigger sets.

Speech Emotion Recognition 0 /

Audio Event Detection 0 /

Music Information Retrieval 0 /

Audio Generation Model
Speech Translation 0 /

Text-to-Speech 17
Based on model
parameter modification.
Based on trigger sets.

Table 5. Numbers of watermarking methods for audio models.

3.1 Audio Model Watermarking Based on Model Parameter Modification

This type of technology embeds watermarks by directly or indirectly modifying the model parameters, usually under
white-box conditions [8]. As for black-box conditions, the model parameters here refer to the external variables inputted
into the model [50]. However, an attacker can reverse the watermark embedding logic by analyzing the model parameters
to remove or forge the watermark. Improvements can be made by introducing encryption or obfuscation techniques to
prevent attackers from cracking the watermark by reverse engineering [10].
Manuscript submitted to ACM
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Dataset Number of classes Number of samples References

Speech Command 35 96783 [5, 9, 17, 29, 51]
Command Voice (en) - 1805365 [8, 69]
TIMIT 630 6300 [9, 47, 92, 105]
LJSpeech 7 13100 [11, 12, 18, 44, 45, 50]
LibriSpeech - 5559 [8, 10, 18, 45, 50, 86, 100, 105]
LibriTTS - 9957 [18, 44, 45, 50, 71, 78, 107]
AN4 - 1078 [8]
Slakh2100 34 2100 [86]
MUSDB18-HQ - 150 [87]
Football Keywords 18 30259 [17]
SC09 10 39405 [12]
VCTK 110 44000 [81]
MTG-Jamendo 195 55000 [81]
GTZAN 10 1000 [102]
MusicCaps - 5521 [40]

Table 6. Statistics of audio datasets used in audio model watermarking methods.

3.1.1 Parameter Modification under White-Box. Under white-box conditions, where full access to the model
is available, watermark authentication is typically achieved by directly extracting or comparing explicit watermark
information embedded within the model’s internal weights [59].

In speech recognition, Chen et al. [8] proposed a white-box parameter watermarking scheme. This scheme employed
Discrete Cosine Transform (DCT) and Spread Spectrum technology to embed watermarks into the prominent spectral
components of model weights. It achieved efficient embedding without requiring model retraining and demonstrates
strong robustness against model pruning, fine-tuning, and transfer learning. Its primary limitation is its reliance on
white-box scenarios, where verifiers must have direct access to the model’s internal weight parameters to extract the
watermark. This approach cannot be validated solely through the API input-output behavior, unlike black-box trigger
set solutions. Jia et al. [29] embedded the watermark during the model training process, where the model is guided to
exhibit specific behaviors for specific inputs. This scheme constituted a parameter-modifying watermarking technique,
fundamentally altered how model parameters represent data features. This caused the features of watermarked data and
normal task data to become entangled within the parameter space. The scheme effectively resisted model extraction
attacks. However, this method incurred significant computational overhead, requiring approximately 1.5 to 2 times
training data and computational resources. Furthermore, maintaining the balance between watermark robustness and
model accuracy becomes increasingly challenging when scaling to deeper network architectures or more complex
tasks. Cheng et al. [11] proposed a proactive strategy that combines an audio watermarking technique with HiFi-
GAN vocoder. It incorporated a pre-trained watermark extraction network as part of the loss function, utilizing
both watermark extraction loss and speech quality loss to guide the adjustment of generator weights. This approach
demonstrated versatility and compatibility with other vocoder-based speech synthesis models. It maintained high
imperceptibility while effectively resisting multiple signal post-processing attacks. However, the scheme required an
additional watermark extraction network as a component of the loss function, increasing the complexity of the system.
Ren et al. [71] proposed a plug-in watermark fusion method, which is based on parameter-level watermarking. It
embedded watermarks into published model weights with minimal computational overhead and without compromising
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original model performance, thereby addressing the challenge of model intellectual property protection in open-source
scenarios. Furthermore, by embedding watermarks within the parameter space, it exhibited high robustness against
attacks such as model pruning, fine-tuning, and transfer learning. However, as a white-box solution, these verifiers
must access and inspect the model’s internal parameters to extract the watermark, precluding ownership verification
through simple black-box API queries. In addition, its applicability to different types of generative model may require
tailored adjustments. Tang [86] proposed a watermarking algorithm for a diffusion model, which is based on noise
distribution perturbation and authorization mechanism. The generated audio carried a traceable watermark, and the
model produced low-quality output when unauthorized, thereby safeguarding both the model weights and generated
content. This approach is a white-box solution, relying on intervention during the model training process, making it
difficult to apply to deployed black-box generative models.

The aforementioned approaches involved modification of static parameters. There are also methods for dynamically
modifying the parameters. For example, Singh et al. [81] proposed blocking unauthorized deep forgeries and enabling
user tracking in the generation model by combining key-based model authentication with watermarking techniques.
This approach combined key authentication with watermark tracking to protect the intellectual property of generative
models and trace deepfake content, constituting a watermarking technique based on model parameter modification.
It achieved this by providing a model parameter uniquely bound to the user’s key, which was then applied as an
additional input condition during model inference to alter the output. This mechanism altered the behavior of the
model parameters under specific keys, enabling control over both the model and its generated content. Even if attackers
possess the complete model parameters, they cannot produce usable content without a valid key. Providing a robust
deterrent against unauthorized model replication and distribution. However, the key’s role as an input during inference
may introduce an additional attack surface prone to reverse engineering or side-channel attacks.

Regarding the attribution of generative models, Cho et al. [12] improved the traceability of the watermark to the
source model by embedding watermarks indirectly in the synthesized content, and this helps mitigate the problem of
malicious impersonation and theft of intellectual property. This method achieved a specific user-end model by fine-
tuning the default generator to embed a unique user key into its parameters, thus endowment of the generated speech
with watermark characteristics recognizable by classifiers. The core strength and innovation of this paper is the proposal
of an angle loss that aligns the generated model’s output distribution with the user key’s direction. This resolved the
issue of low attribution accuracy when directly applying image domain methods and achieved robust training against
post-processing attacks. Its primary drawback is the trade-off between attributable quality and generated speech fidelity.
Enhancing watermarking and robustness inevitably degrades speech quality, with increased robustness in training
further reducing output fidelity. Zhou et al. [107] proposed a text-to-speech generation model for the direct generation
of watermarked audio to form a closed-loop information embedding and extraction process. During training, it modified
the model’s parameters by jointly optimizing a speech quality-based loss and a watermark-based loss, enabling the
output speech to carry watermark features from the outset. The core innovation is achieving frame-level watermark
embedding and extraction, alongside model-embedded watermark generation. This made the watermark with increased
inaudibility and robustness, particularly demonstrating strong resistance to resplicing attacks. This method addresses
the issues of degraded quality and limited flexibility inherent in traditional post-processing watermarking schemes.
However, implementing this framework necessitates extensive modifications and joint optimization of the entire
text-to-speech model architecture, resulting in limited flexibility in applying it to deployed, non-retrainable black-box
text-to-speech systems. Furthermore, watermark extraction requires a dedicated and robust extractor, increasing system
complexity.
Manuscript submitted to ACM
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3.1.2 Parameter Modification under Black-Box. Black-box methods aim to address the practical constraint of
inaccessibility to internal model weights. By analyzing specific inference behaviors during interface invocations, they
indirectly detect watermark features concealed within parameter fine-tuning [21].

When the specific parameters of the model are unknown, watermark embedding can be achieved by equipping the
model with a dedicated encoder. Liu et al. [50] indirectly modified the input parameters of the diffusion model by adding
latent variables generated by the watermark encoder to the latent space. This is achieved by integrating a dedicated
watermark encoder into the diffusion model and fixing the diffusion model parameters during training, focusing
solely on training the encoder. This encoder mapped watermark information to the noise term within the diffusion
process, thereby modifying the internal workings of the generative model to embed the watermark within the output
audio. This approach fell into the category of modifying the parameters of the generative model. This design made
the watermark robust against various post-processing attacks, particularly denoising attacks. However, the approach
relied on modifying the diffusion model architecture and employing specially trained encoder/decoder components,
precluding straightforward application to deployed black-box audio generation services. They also proposed to use
low-rank adaptation to fine-tune speech diffusion models and embed watermarks indirectly [44], where the watermark
is converted into latent variables via an encoder, which are then combined with the model input, to ultimately achieve
efficient parameter updates through low-rank adaptation (LoRA) based fine-tuning [25].

By combining existing classical audio watermarking techniques, Tralie et al. [87] proposed an embedding method
based on the classical echo watermarking technique to implicitly label training data in the generative model. This
method implanted specialized echoes within the training data. As the model learned the data distribution, it encoded
these echo patterns into its weight parameters. The echoes resisted attacks such as full model training, fine-tuning,
audio mixing/separation, and pitch shifting. However, the information capacity of this watermark is limited, rendering it
unsuitable for precise tracking applications. Furthermore, its effectiveness is highly dependent on the model’s sensitivity
to specific acoustic features. Juvela et al. [35] also proposed an audio watermarking method based on multi-scale feature
enhancement to improve the robustness of the watermark by introducing coding perturbations. This approach modified
model parameters by incorporating audio codec enhancement during the training phase for the speech synthesis
models, integrating watermark extraction loss into the loss function for model training. The core approach is utilizing
differentiable neural network codecs or waveform domain proxy losses to simulate non-differentiable traditional
black-box codecs, integrating this technique into the training of collaborative watermarks. This overcame the drawback
of conventional watermarks being easily removed by decoding operations. However, incorporating codec enhancement
increases both model training time and computational resource requirements.

Considering the specific watermark embedding process, different embedding formats can be considered. Feng et al.
[18] employed a trainable masking mechanism and a kernel weight normalization technique to embed watermarks
directly within the convolutional layers of the generative model. This method involved embedding watermarks within
the weights of the convolutional layer, constituting a technique that directly modifies the model parameters to influence
the output features. The scheme embedded the watermark in the convolutional kernel weights of the model, and
employed a normalization step to ensure that the statistical properties of the modified weights align with those of
the original model. This preserved the resilience of the watermark while having a negligible effect on the quality of
the generated audio. However, it necessitated verifiers having access to the model’s internal parameters to extract the
watermark. Furthermore, the approach required a dedicated encoder-decoder architecture to support both training
and extraction processes, thereby increasing the overall system complexity. Lee et al. [40] embedded a barcode-shaped
4-QAM modulated watermark in the initial noise of the audio diffusion model, achieving strong robustness against

Manuscript submitted to ACM



469

470

471

472

473

474

475

476

477

478

479

480

481

482

483

484

485

486

487

488

489

490

491

492

493

494

495

496

497

498

499

500

501

502

503

504

505

506

507

508

509

510

511

512

513

514

515

516

517

518

519

520

10 Xu et al.

attacks such as cut-and-paste manipulation alongside high detection accuracy without requiring retraining. However,
the modulation scheme limits the watermark capacity, and the robustness against some composite attacks remains
insufficient.

In the context of autoregressive speech generation, Wu et al. [99] identify new challenges associated with watermark-
ing autoregressive models and motivate the development of specialized solutions. They propose a watermarking scheme
based on statistical re-weighting to embed detectable watermarks while maintaining high audio quality; however, the
approach suffers from reduced detection accuracy due to re-encoding mismatch. To address this limitation, Wu et al.
[100] introduce a distortion-free watermarking method that leverages clustering and alignment-based inverse sampling,
effectively alleviating the re-encoding mismatch problem and substantially improving detection performance without
compromising audio quality. Nevertheless, the method remains vulnerable to time-shifting attacks.

While Wu et al.’s approach focuses on adapting to retokenization mismatches through clustering, Jovanović et al.
[33] adopt a more proactive robustness-oriented strategy. Although primarily developed for image models, their work
includes exploratory studies on autoregressive audio models. By addressing the reverse cyclical consistency issue
through targeted fine-tuning and introducing a watermark synchronization layer capable of detecting and compensating
for geometric attacks, the method significantly enhances watermark robustness under complex manipulations, offering
stronger protection against tampering.

As for the attribution of generative models, Yang et al. [102] used a dual-watermark embedding mechanism coupled
with a consistency loss function to simultaneously embed model and data source watermarks within audio generation
models. This achieved high-precision dual attribution with robust performance, though it suffered from limited
watermark capacity, unoptimized codec effects on watermarks, and invalidated generalization capabilities. Li et al. [45]
proposed a robust method for watermarking a speech generation model based on efficient fine-tuning of the diffusion
model, by indirectly modifying the model parameters via pre-embedding watermarks into training data. However, its
robustness may deteriorate under conditions such as strong noise attacks, compound desynchronization processing,
and adversarial training attacks against the model.

3.2 Audio Model Watermarking Based on Trigger Sets

Watermarking based on trigger sets operates by injecting a specific behavior into a model during training, where the
model learns to produce a designated output when presented with a secret trigger input, while maintaining normal
performance on standard data. This technology requires the construction of specific input-output pairs, and it allows
copyright holders to prove ownership simply by querying the model API without needing access to internal parameters
[41]. However, this may lead to an insufficient stealthiness of the watermark, which can be easily recognized and
removed by attackers. Improvements can be made by introducing more sophisticated algorithms for generating the
trigger set [51]. A variety of examples can be found in the literature, as discussed below.

3.2.1 Trigger Sets under White-Box. Under white-box conditions, the deep mapping relationship between trigger
patterns and predefined labels is typically verified by examining anomalous activation states within the model’s neural
layers or by leveraging gradient features [59].

For watermark embedding based on trigger sets under white-box conditions, solutions typically balance concealment
and robustness by optimizing noise design and adaptive embedding strategies. Cao et al. [5] proposed a combination of
standard Gaussian noise and watermarked noise to achieve embedding. This method can resist potential interference
and attempts to remove the watermark while maintaining a high recognition success rate. However, the effectiveness
Manuscript submitted to ACM
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Method Dataset Fidelity( |Δ | ↓)

WER CER Model ACC

Interspeech 2020 [8]
AN4 0.000 0.000 -

Command Voice 0.000 0.010 -

LibriSpeech 0.810 0.000 -

USENIX Security 2021 [29] Speech Command - - 0.610

APPL ARTIF INTELL 2022 [69] Command Voice - - -

Symmetry 2022 [92] TIMIT - - 0.072

ICASSP 2022 [10] LibriSpeech 0.347 0.914 -

Electronics 2023 [105] LibriSpeech - - 0.001

TIMIT - - 0.001

TAI 2024 [9] Speech Command 0.263 0.356 -

TIMIT 0.005 0.040 -

S&P 2024 [51] Speech Command - - -

Vis. Intell. 2024 [47] TIMIT - - 0.012

Table 7. Fidelity metrics for audio classification model watermarking schemes.

of watermarks may be affected by different audio qualities and complexities. Fei et al. [17] proposed a dynamic audio
watermarking framework that attaches robust and adaptive triggers at arbitrary locations of the audio signal, and
integrates boundary sample selection driven by oblivious events. This scheme employed an adaptive embedding strategy
to embed watermarks in regions of low sensitivity within the loss function, thereby maximizing the preservation of the
model’s original performance. Boundary sampling positions trigger set samples near the model’s decision boundary,
enhancing watermark robustness. However, this approach may struggle against state-of-the-art adaptive watermark
removal attacks.

3.2.2 Trigger Sets under Black-Box. Under black-box conditions, trigger sets rely solely on the model’s input-output
interfaces. Confirming the presence of watermarks by observing the model’s predictive responses to specific trigger
patterns, which offers considerable flexibility [21].

For speech recognition models in black-box settings, Chen et al. [10] introduced a watermarking framework that
generates trigger audio by extending the model owner’s speech segments to span the entire input. Nevertheless, such
watermarks can be neutralized through model extraction attacks. Rathi et al. [69] proposed a watermarking approach
based on deep recurrent neural networks that employs adversarial examples of generated target audio as trigger sets,
exploiting their imperceptibility to improve watermark concealment. Despite this, the watermark remains vulnerable to
removal via limited fine-tuning or the creation of a clean surrogate model using knowledge distillation. Similarly, Chen
et al. [9] utilized hidden adversarial audio samples as trigger sets, designing user-specific adversarial triggers for model
authentication. While effective for ownership verification, this method is unable to monitor or track the normal outputs
of models that have been extracted or compromised.
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For speaker recognition identification, Wang et al. [92] designed a black-box watermarking method by using triggered
audio samples in the frequency domain, but the watermarks cannot resist sophisticated attacks such as frequency-
domain filtering, adversarial audio perturbations and model extraction attack. To improve the robustness, Zhang et al.
[105] also proposed a black-box speech recognition model protection framework that combines the active and passive
protection measures. However, the robustness of this watermarking method can still be improved for more sophisticated
attacks such as adversarial audio perturbations and model extraction attack. To test different kinds of Gaussian noise
on the trigger, Liao et al. [47] designed a black-box watermarking method using audio with added Gaussian noise as
trigger sets, but the performance of the model is greatly affected to some extent.

For a watermarking method that accommodates triggering across different modalities, Lv et al. [51] proposed a
method by injecting a robust watermark against the model extraction attack. Watermark samples are generated by
combining two samples from different source categories and assigning them a new label. This construction method made
it difficult for extraction models to mimic the decision boundary of the original watermark model, thereby significantly
enhancing the watermark’s robustness against model extraction attacks. However, the paper notes that there are no
theoretical guarantees against removal by future adaptive attacks or watermark stripping techniques.

4 METRICS FOR AUDIO MODELWATERMARKING EVALUATION

The performance of model watermarking technology can be measured in various ways depending on different water-
marking purposes, such as copyright protection, attribution, and tamper detection. The paper summarizes the reliability
and fidelity data for each scheme in Tables 7, 8, 9, 10, and provides an assessment of the remaining metrics in Table 11.
Based on existing model watermarking technology, we summarize the functions of existing audio model watermarking
technology and provide corresponding evaluation metrics in Tables 12 and 13. The most important metrics are reliability,
fidelity, and robustness. Other common metrics include capacity and efficiency. Next, we first introduce the evaluation
metrics for various watermarking functions in audio models (Section 4.1), followed by an in-depth analysis of robustness
evaluation against watermark attacks (Section 4.2).

Overall, although most existing audio model watermarking methods have achieved high reliability under standard
conditions, the shift towards complex architectures for large-scale generation still poses reliability challenges. As
demonstrated in Table 9 and Table 10, existing audio model watermarking schemes exhibit outstanding reliability. In
copyright protection scenarios, as shown in Table 9, the vast majority of methods [8, 69] achieve extraction accuracy rates
approaching 100% on datasets such as LibriSpeech and Speech Command. This indicates that current approaches—based
on parameter modification or trigger sets—can provide robust proof of ownership in the absence of attacks. It is
noteworthy that certain audio generation approaches fine-tuned for large language models achieve only 57% accuracy
on specific tasks [99]. This highlights that embedding watermarks within generative large models remains a challenge,
particularly in maintaining watermark stability across vast parameter spaces.

Performance evaluation tables indicate that most current audio model watermarking schemes maintain high fidelity,
though a trade-off between robustness and fidelity remains necessary in generative tasks. Table 7 demonstrates the
fidelity of the classification model, revealing that watermark embedding exerts a negligible impact on original task
performance. For instance, the scheme [105] in Table 7 exhibits a mere 0.001% decline in model classification accuracy
after embedding the watermark, attesting to the watermark’s exceptional concealment. For the generative models in
Table 8, fidelity assessment is more complex, typically employing metrics such as the mean opinion score (MOS), short
time objective intelligibility (STOI), and perceptual evaluation of speech quality (PESQ). The data indicates that for most
schemes [11, 50], the generated speech quality metrics show negligible differences compared to the original model after
Manuscript submitted to ACM
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Method Dataset Fidelity( |Δ | ↓)

MOS STOI PESQ FAD

ICASSP 2022 [12] LJSpeech - - - 5.520

SC09 - - - 0.360

TPS-ISA 2023 [5] Speech Command - - - -

ACM MM 2024 [50]
LJSpeech 0.063 0.005 - -

LibriSpeech 0.001 0.010 - -

LibriTTSh 0.089 0.016 - -

SPL 2024 [11] LJSpeech 0.180 - 0.050 0.000

Interspeech 2024 [107] LibriTTS 0.405 0.003 0.372 -

arXiv preprint 2024 [81] VCTK 0.040 - - -

MTG-Jamendo 0.140 - - -

arXiv preprint 2024 [87] MUSDB18-HQ - - - -

ICASSP 2025 [86] LibriSpeech - - - 0.230

Slakh2100 - - - 0.250

ICASSP 2025 [17] Speech Command - - - 0.500

Football Keywords - - - 0.100

ICASSP 2025 [35] LibriTTS 0.400 - - -

PRL 2025 [40] MusicCaps - - - 0.610

SPL 2025 [18]
LJSpeech 0.003 0.003 - -

LibriSpeech 0.000 0.024 - -

LibriTTS 0.010 0.020 - -

Interspeech 2025 [99]
C4 Subset - - - -

Dolly-CW - - - -

MMW Story - - - -

arXiv preprint 2025 [71] LibriTTS - 0.020 0.040 -

arXiv preprint 2025 [44] LJSpeech - 0.003 0.105 -

LibriTTS - 0.021 0.000 -

arXiv preprint 2025 [45] LJSpeech - 0.003 0.385 -

LibriSpeech - 0.024 0.152 -

LibriTTS - 0.020 0.029 -

arXiv preprint 2025 [100] Dolly CW - - - -

Librispeech - - - -

arXiv preprint 2025 [102] GTZAN - - - -

Table 8. Fidelity metrics for audio generative model watermarking schemes.
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Method Function Dataset Reliability (ACC)↑

Interspeech 2020 [8] Copyright Protection
AN4 1.000

Command Voice 1.000

LibriSpeech 1.000

USENIX Security 2021 [29] Copyright Protection Speech Command 0.964

APPL ARTIF INTELL 2022 [69] Copyright Protection Command Voice 1.000

Symmetry 2022 [92] Copyright Protection TIMIT 0.950

ICASSP 2022 [10] Copyright Protection LibriSpeech 1.000

Electronics 2023 [105] Copyright Protection LibriSpeech 0.960

TIMIT 0.970

TPS-ISA 2023 [5] Copyright Protection Speech Command 0.858

TAI 2024 [9] Copyright Protection Speech Command 0.942

TIMIT 0.978

S&P 2024 [51] Copyright Protection Speech Command 1.000

Vis. Intell. 2024 [47] Copyright Protection TIMIT 1.000

ACM MM 2024 [50] Copyright Protection
LJSpeech 0.996

LibriSpeech 0.994

LibriTTS 0.995

SPL 2024 [11] Copyright Protection LJSpeech 0.999

arXiv preprint 2024 [87] Copyright Protection MUSDB18-HQ 1.000

ICASSP 2025 [86] Copyright Protection LibriSpeech 1.000

Slakh2100 1.000

ICASSP 2025 [17] Copyright Protection Speech Command 0.991

Football Keyword 0.992

ICASSP 2025 [35] Copyright Protection LibriTTS 0.997

PRL 2025 [40] Copyright Protection MusicCaps 0.940

SPL 2025 [18]
Copyright Protection

LJSpeech 0.998

LibriSpeech 0.995

LibriTTS 0.998

Interspeech 2025 [99]
Copyright Protection

C4 Subset 0.989

Dolly-CW 0.570

MMW Story 0.970

arXiv preprint 2025 [71] Copyright Protection LibriTTS 1.000

arXiv preprint 2025 [100] Copyright Protection Dolly CW 0.920

LibriSpeech 0.950

arXiv preprint 2025 [44] Copyright Protection LJSpeech 1.000

LibriTTS -

Table 9. Audio model watermarking scheme types and reliability copyright protection.
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Method Function Dataset Reliability (ACC)↑

ICASSP 2022 [12] Attribution LJSpeech 0.990

SC09 0.980

Interspeech 2024 [107] Attribution LibriTTS 1.000

arXiv preprint 2024 [81] Attribution VCTK 1.000

MTG-Jamendo 1.000

arXiv preprint 2025 [45] Attribution
LJSpeech 0.984

LibriSpeech -

LibriTTS -

arXiv preprint 2025 [102] Attribution GTZAN 0.971

Table 10. Audio model watermarking scheme types and reliability for attribution.

Method Robustness Fragility Soundness Uniqueness Blindness Capacity Generality Efficiency

Interspeech 2020 [8] ++ + + + + ++
USENIX Security 2021 [29] + + ++
APPL ARTIF INTELL 2022 [69] + ++ + ++
Symmetry 2022 [92] + + +
ICASSP 2022 [12] + + + +
ICASSP 2022 [10] + ++ + + +
Electronics 2023 [105] + + + +
TPS-ISA 2023 [5] + + +
TAI 2024 [9] + + + +
S&P 2024 [51] + + + + ++
Vis. Intell. 2024 [47] + + + +
ACM MM 2024 [50] ++ + + ++ +
SPL 2024 [11] + + + +
Interspeech 2024 [107] + ++ +
arXiv preprint 2024 [81] ++ + +
arXiv preprint 2024 [87] + + +
ICASSP 2025 [86] + + + +
ICASSP 2025 [17] ++ + +
ICASSP 2025 [35] ++ + +
PRL 2025 [40] ++ ++ ++ + + +
SPL 2025 [18] ++ + ++ ++ +
Interspeech 2025 [99] + ++ ++ + +
arXiv preprint 2025 [71] ++ + + +
arXiv preprint 2025 [100] ++ ++ ++ + +
arXiv preprint 2025 [44] + + + ++ + +
arXiv preprint 2025 [45] ++ + ++ + ++ + +
arXiv preprint 2025 [102] ++ ++ + ++ + + +

Table 11. Performance summary of audio model watermarking schemes: ’+’ in the table indicates that the performance was only
covered in the paper, or only briefly tested, or the data is not outstanding compared to the same category. ’++’ indicates that the
performance is the first time an experiment has been conducted, or the data are prominent in the same category.
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Evaluation Metrics Description

Reliability Embedded watermarks can be fully extracted or watermarks can be verified with high probability
Fidelity Embedding the watermark does not impact the model’s task performance
Robustness The watermark can be verified after watermark attacks and should not be modified by unauthorized users
Fragility Sensitivity of the watermark to changes or attacks on watermarked content
Soundness The adversary cannot fake watermarked content without knowing the key
Uniqueness Watermarking methods should embed unique watermarks for each user
Blindness How much information is needed to extract data from watermarked model
Capacity Bits of the watermark information
Generality Watermarking methods can be applied to different audio models
Efficiency Speed and overhead of the watermark embedding and extraction process

Table 12. Evaluation metrics.

Function Reliability Fidelity Robustness Fragility Soundness Uniqueness Blindness Capacity Generality Efficiency

Copyright Protection ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Attribution ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Tamper Detection ✓ ✓ ✓ ✓ ✓ ✓

Table 13. Evaluation metrics for different watermarking functions in audio models.

embedding the watermark. However, certain trigger-based methods may introduce a slight perceptible degradation in
audio quality on specific datasets. This suggests that while pursuing high robustness, further optimization remains
necessary to minimize interference with the timbre and prosody of the generated audio.

4.1 Definition and Calculation Method of Evaluation Metric

4.1.1 Reliability. Embedded watermarks can be fully extracted or watermarks can be verified with high probability.

• Bit Error Rate (BER)

𝐵𝐸𝑅 =
1
𝑇

𝑇∑︁
𝑖=1

1
(
𝑏′𝑖 ≠ 𝑏𝑖

)
, (1)

where 𝑏′
𝑖
is the extracted 𝑖-th watermark bit, 𝑏𝑖 is the original watermark bit, and 𝑇 is the watermark length.

The lower the 𝐵𝐸𝑅, the stronger the reliability [27].
• Detection Accuracy

𝐴𝐶𝐶𝐷 =
𝑇𝑃 +𝑇𝑁

𝑇𝑃 +𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁 , (2)

where 𝑇𝑃 (True Positive) denotes the number of samples correctly detected as containing a watermark, 𝑇𝑁
(True Negative) denotes the number of samples correctly judged as lacking a watermark, 𝐹𝑃 (False Positive)
denotes the number of false alarm samples, and 𝐹𝑁 (False Negative) denotes the number of missed detection
samples. 𝐴𝐶𝐶𝐷 measures the ability of a watermark detector to correctly determine whether content contains
a watermark. A higher 𝐴𝐶𝐶𝐷 indicates greater accuracy [82].
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• False Positive Rate (FPR)

𝐹𝑃𝑅 =
𝐹𝑃

𝑇𝑁 + 𝐹𝑃 , (3)

where 𝐹𝑃𝑅 represents the probability of the watermark-free content being incorrectly identified as containing
a watermark. The lower the 𝐹𝑃𝑅, the greater the reliability [82].

4.1.2 Fidelity. Embedding the watermark does not impact the model’s task performance.

• Model Performance Metrics

𝑊𝐸𝑅 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜 𝑓 𝑊𝑜𝑟𝑑 𝐸𝑟𝑟𝑜𝑟𝑠

𝑇𝑜𝑡𝑎𝑙 𝑊𝑜𝑟𝑑𝑠
, (4)

𝐶𝐸𝑅 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜 𝑓 𝐶ℎ𝑎𝑟𝑎𝑐𝑡𝑒𝑟 𝐸𝑟𝑟𝑜𝑟𝑠

𝑇𝑜𝑡𝑎𝑙 𝐶ℎ𝑎𝑟𝑎𝑐𝑡𝑒𝑟𝑠
(5)

The lower the𝑊𝐸𝑅 and 𝐶𝐸𝑅, the stronger the fidelity [64].
• Metric of Model Performance Changes

∥Δ𝑤 ∥ =


𝑤∗ −𝑤




𝐹
∥Δ𝑊 ∥𝐹 (6)

=

√︄∑︁
𝑖, 𝑗

(
𝑊 ∗

𝑖 𝑗
−𝑊𝑖 𝑗

)2
(7)

Among them,𝑤 is the parameter of the original model. ∥Δ𝑤 ∥ measures the perturbation in the parameter space.
𝑤∗ is the parameter of the model after embedding of the watermark.𝑊 is the parameter matrix of a certain
layer in the original model.𝑊 ∗ is the matrix of corresponding parameters after embedding of the watermark.
∥ · ∥𝐹 is the Frobenius norm, which is used to measure the magnitude of changes in parameters. The smaller
the performance change, the stronger the fidelity [64].

• Short-Time Objective Intelligibility (STOI)

𝜌𝑡 =

∑
𝑘 (𝑋𝑒𝑛𝑣 (𝑘)−𝜇𝑋 ) (𝑌𝑒𝑛𝑣 (𝑘)−𝜇𝑌 )√︁∑

𝑘 (𝑋𝑒𝑛𝑣 (𝑘)−𝜇𝑋 )2
∑
𝑘 (𝑌𝑒𝑛𝑣 (𝑘)−𝜇𝑌 )2

, (8)

𝑆𝑇𝑂𝐼 =
1
𝑇

𝑇∑︁
𝑡=1

𝜌𝑡 , (9)

where 𝑋𝑒𝑛𝑣 (𝑘) and 𝑌𝑒𝑛𝑣 (𝑘) represent the spectral envelopes of the original and distorted speech signals,
respectively, derived from the Short-Time Fourier Transform (STFT). 𝜇𝑋 and 𝜇𝑌 are the means of these spectral
envelopes, and 𝑇 denotes the total number of frames over which the correlation coefficients 𝜌𝑡 are averaged to
compute the final 𝑆𝑇𝑂𝐼 value. The higher the 𝑆𝑇𝑂𝑇 , the better the quality of the generated audio [85].

• Perceptual Evaluation of Speech Quality (PESQ)

𝑃𝐸𝑆𝑄 = 𝑎0 − 𝑎1𝐷𝑠𝑦𝑚 − 𝑎2𝐷𝑎𝑠𝑦𝑚, (10)

where 𝐷𝑠𝑦𝑚 represents the average symmetric disturbance, and 𝐷𝑎𝑠𝑦𝑚 represents the asymmetric disturbance,
taking into account the distinct perceptual effects of additive noise versus signal attenuation. According to

Manuscript submitted to ACM



885

886

887

888

889

890

891

892

893

894

895

896

897

898

899

900

901

902

903

904

905

906

907

908

909

910

911

912

913

914

915

916

917

918

919

920

921

922

923

924

925

926

927

928

929

930

931

932

933

934

935

936

18 Xu et al.

ITU-T P.862 [72], the coefficients are set to 𝑎0 = 4.5, 𝑎1 = 0.1, and 𝑎2 = 0.0309. The higher the 𝑃𝐸𝑆𝑄 score, the
better the audio quality.

• Mean Opinion Score (MOS)

𝑀𝑂𝑆 =
1
𝑁

𝑁∑︁
𝑖=1

𝑆𝑖 , (11)

where 𝑁 represents the number of users participating in the evaluation, while 𝑆𝑖 denotes the subjective rating
given by the 𝑖-th user for speech or audio quality, typically ranging from 1 (poor) to 5 (excellent). The higher
the𝑀𝑂𝑆 score, the better the voice quality [83].

• Fréchet Audio Distance (FAD)

𝐹𝐴𝐷 (Y,Y′) = ∥𝝁Y − 𝝁Y′ ∥22 + Tr
(
𝚺Y + 𝚺Y′ − 2(𝚺Y𝚺Y′ )

1
2
)
, (12)

where FAD measures the discrepancy between the distribution of generated audio Y′ and that of the real
audio Y. Here, 𝜇Y and ΣY denote the mean vector and covariance matrix of the true audio feature distribution,
respectively; 𝜇Y′ and ΣY′ denote the mean vector and covariance matrix of the watermarked audio feature
distribution. FAD quantifies the naturalness and perceived quality of the audio. A lower FAD value indicates
that the generated audio’s quality and distribution are closer to the original audio, signifying greater fidelity
[36].

4.1.3 Robustness. The watermark can be verified after watermark attacks and should not be modified by unauthorized
users.

• Bit Error Rate (BER) After Attacks

𝐵𝐸𝑅 =
1
𝑇

𝑇∑︁
𝑖=1

1
(
𝑏′𝑖 ≠ 𝑏𝑖

)
, (13)

where 𝑏′
𝑖
is the extracted i-th watermark bit after attacks, 𝑏𝑖 is the original watermark bit, and𝑇 is the length of

the watermark. The smaller the 𝐵𝐸𝑅, the stronger the robustness [27].

4.1.4 Fragility. Fragility measures the sensitivity of the watermark to changes or attacks on watermarked content.

• Accuracy of tamper detection

𝐴𝐶𝐶 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜 𝑓 𝐷𝑒𝑡𝑒𝑐𝑡𝑒𝑑 𝑇𝑎𝑚𝑝𝑒𝑟𝑖𝑛𝑔

𝑇𝑜𝑡𝑎𝑙 𝑇𝑎𝑚𝑝𝑒𝑟𝑖𝑛𝑔 𝐼𝑛𝑐𝑖𝑑𝑒𝑛𝑡𝑠
, (14)

where the Number of Detected Tampering refers to the number of tampering incidents that were successfully
detected. This refers to the number of times that the watermark was able to effectively identify tampering after
it occurred. The Total Tampering Incidents refers to the total number of tampering incidents that were carried
out. This includes all attempts to tamper with the model, regardless of whether the watermark successfully
detected them. The higher the 𝐴𝐶𝐶 , the better the fragility [73].

4.1.5 Soundness. The adversary cannot fake watermarked content without knowing the key.
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• Probability of Successful Forgery

𝑃𝐹𝑜𝑟𝑔𝑒 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜 𝑓 𝑆𝑢𝑐𝑐𝑒𝑠𝑠 𝑓 𝑢𝑙 𝐹𝑜𝑟𝑔𝑒𝑟𝑦

𝑇𝑜𝑡𝑎𝑙 𝐹𝑜𝑟𝑔𝑒𝑟𝑦
, (15)

𝑃𝑆𝑜𝑢𝑛𝑑𝑛𝑒𝑠𝑠 = 1 − 𝑃𝐹𝑜𝑟𝑔𝑒 , (16)

where 𝑃𝐹𝑜𝑟𝑔𝑒 is the probability of the adversary successfully forging the watermark without knowing the key.
The 𝑃𝑆𝑜𝑢𝑛𝑑𝑛𝑒𝑠𝑠 closer to 1 indicates a more soundness scheme [15].

• Computational Complexity

𝑆𝑜𝑢𝑛𝑑𝑛𝑒𝑠𝑠 ∝ 𝑂 (𝑓 (𝑛)). (17)

Among them, 𝑂 (𝑓 (𝑛)) the time complexity required for the adversary to forge the watermark, 𝑛 is the key
length or the complexity of the watermarking algorithm [63]. The higher the time complexity, the better the
soundness.

• Information Entropy

𝐻 (𝐾) = −
∑︁
𝑖

𝑝 (𝑘𝑖 ) log2 𝑝 (𝑘𝑖 ), (18)

where 𝐻 (𝐾) is the entropy of the key, and 𝑝 (𝑘𝑖 ) is the probability of key 𝑘𝑖 . The higher the entropy value, the
stronger the soundness [37].

4.1.6 Uniqueness. Watermarking methods should embed unique watermarks for each user.

• Structural Similarity

𝑆𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦 (𝑋,𝑌 ) = 𝑋 · 𝑌
∥𝑋 ∥ · ∥𝑌 ∥ , (19)

where 𝑋 and 𝑌 represent the watermarks of two users. Their similarity can be measured using the cosine
similarity. If the similarity is close to 0, it indicates that there is a significant difference between the watermarks,
and the uniqueness is high [93].

• Information Entropy

𝐻 (𝐾) = −
∑︁
𝑖

𝑝 (𝑘𝑖 ) log2 𝑝 (𝑘𝑖 ) . (20)

If the generation of watermarks depends on the randomness of the key 𝑘𝑖 , it can be measured by calculating
the information entropy of the key, and 𝑝 (𝑘𝑖 ) is the probability of the key 𝑘𝑖 . The higher the entropy value, the
stronger the uniqueness of the watermark [37]..

4.1.7 Blindness. Blindness represents how much information is needed to extract data from the watermarked model.

• Ratio of Needed Information

𝑃𝑒𝑥𝑡𝑟𝑎𝑐𝑡 =
𝐵𝑖𝑡𝑠 𝑜 𝑓 𝑁𝑒𝑒𝑑𝑒𝑑 𝐼𝑛𝑓 𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛

𝑇𝑜𝑡𝑎𝑙 𝐼𝑛𝑓 𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛
. (21)

The more bits of information required to extract the watermark, the better the blindness [55].

4.1.8 Capacity. Bits of the watermark information.
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• Bit-level Watermark Accuracy

𝐴𝐶𝐶 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜 𝑓 𝑊𝑎𝑡𝑒𝑟𝑚𝑎𝑟𝑘 𝐵𝑖𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝐵𝑖𝑡𝑠
. (22)

The effective capacity of a watermark is the ratio of the number of bits predicted accurately to the total number
of bits [80].

4.1.9 Generality. Watermarking methods can be applied to different audio models.

• Transfer Success Rate

𝑃𝑠𝑢𝑐𝑐𝑒𝑠𝑠 =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜 𝑓 𝐴𝑝𝑝𝑙𝑖𝑐𝑎𝑏𝑙𝑒 𝑀𝑜𝑑𝑒𝑙

𝑇𝑜𝑡𝑎𝑙 𝑀𝑜𝑑𝑒𝑙
. (23)

The larger 𝑃𝑠𝑢𝑐𝑐𝑒𝑠𝑠 is, the more types of models the method can be transferred to, and the stronger the generality
[53].

4.1.10 Efficiency. Efficiency is often measured in terms of the speed and overhead of the watermark embedding and
extraction process.

• Process Time Consumption

𝑇 = 𝐸𝑛𝑑 𝑇𝑖𝑚𝑒 − 𝐵𝑒𝑔𝑖𝑛 𝑇𝑖𝑚𝑒, (24)

where 𝑇 represents the time consumed. The smaller 𝑇 is, the higher the process efficiency [43].
• Model Trainable Parameters Overhead

𝑀𝑜𝑣𝑒𝑟ℎ𝑒𝑎𝑑 =
𝑀𝑊 −𝑀𝑂𝑟𝑖𝑔𝑖𝑛𝑎𝑙

𝑀𝑂𝑟𝑖𝑔𝑖𝑛𝑎𝑙

. (25)

This metric measures the increase in model parameters following the introduction of a watermarkingmechanism.
𝑀𝑜𝑣𝑒𝑟ℎ𝑒𝑎𝑑 denotes the percentage increase in parameters.𝑀𝑊 represents the trainable parameters of the model
after embedding the watermark. 𝑀𝑂𝑟𝑖𝑔𝑖𝑛𝑎𝑙 denotes the trainable parameters of the original model. A lower
value is preferable [43].

• Runtime Overhead

𝑇𝑜𝑣𝑒𝑟ℎ𝑒𝑎𝑑 =
𝑇𝑊 −𝑇𝑂𝑟𝑖𝑔𝑖𝑛𝑎𝑙

𝑇𝑂𝑟𝑖𝑔𝑖𝑛𝑎𝑙

. (26)

This metric measures the increase in time consumed by the model during inference or generation phases
following the introduction of a watermarking mechanism.𝑇𝑜𝑣𝑒𝑟ℎ𝑒𝑎𝑑 denotes the percentage increase in runtime.
𝑇𝑊 represents the time required for the watermarked model to complete a single processing task. 𝑇𝑂𝑟𝑖𝑔𝑖𝑛𝑎𝑙

denotes the time required for the original model to complete the same task. Lower values are preferable [43].

4.2 Evaluation Metrics for Various Watermarking Functions in Audio Models

This section outlines the metrics available for different functionalities and provides corresponding usage examples
from the perspective of scheme functionality. This section also presents the distribution of schemes from a functional
perspective, as shown in Figures 4 and 5. Table 14 separately examines the efficiency metrics associated with each
approach. Existing solutions exhibit relatively low values for Trainable Parameters (M) and Runtime Overhead (s). This
represents an area requiring improvement in future design iterations, particularly in light of the practical applicability
of watermarking schemes.
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Audio Model 
Watermarking for 

Copyright Protection

Trigger-based

Parameter-based

Adversarial 
Triggers

Feature 
Triggers

Static 
Modification

[9, 69]

[5, 10, 17, 47, 51, 92, 105]

[8, 11, 18, 29, 35, 40, 44, 50, 71, 86, 87, 99, 100]

Fig. 4. Taxonomy of Watermarking for Audio Model Copyright Protection.

Audio Model 
Watermarking for 

Attribution
Parameter-based

Dynamic 
Optimization

Static 
Modification

[81]

[12, 45, 102, 107]

Fig. 5. Taxonomy of Watermarking for Audio Model Attribution.

Method Efficiency Model Trainable Paramete (M) Runtime Overhead (s)

Interspeech 2020 [8] ✓
Embedder - 9.767 × 10−2
Detector - 1.098 × 10−2

S&P 2024 [51] ✓
Embedder - 2.07 × 10−3
Detector - -

arXiv preprint 2025 [44] ✓
Embedder 2.25 -
Detector 0.25 -

Table 14. Efficiency metrics for audio model watermarking solutions.

4.2.1 Copyright Protection. Model copyright protection is a common function of watermarking technologies for
audio models. By extracting watermarks from the media, owners can verify their ownership and thus protect the audio
model copyrights. Metrics such as reliability, fidelity, robustness [94], and uniqueness [52] are the most commonly used.

4.2.2 Attribution. Attribution is the model watermarking technique that has the function of indicating its origin
and is based on multiclass classification to trace the corresponding models [19]. The attribution can be categorized
into model attribution and user attribution. Cho et al. investigated a solution for model attribution, which discussed
algorithmic improvements for audio models that empirically achieved high attribution accuracy while maintaining
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high generation quality [12]. Li et al. proposed to implement multiple traceability at the content, model, and user levels
[45]. The most popular metrics for assessing this function are reliability, fidelity, robustness, and efficiency. Yang et al.
employed a dual-watermark embedding mechanism and a consistency loss function to simultaneously embed model
and data source watermarks within audio generation models, thereby achieving high-precision dual attribution [102].

4.2.3 Tamper Detection. Tamper detection has two aspects, namely, determining whether a sample protected by
a watermark has been tampered with and identifying specific areas of the sample that have been tampered with
[62]. Fragile model watermarking for tamper detection is one of the critical topics in model watermarking research.
While numerous fragile watermarking solutions exist for visual model tamper detection [20], no fragile watermarking
techniques have been specifically developed for audio model tamper detection. This notable research gap constitutes a
significant omission in audio model watermarking research and represents a key focus for future studies.

Based on fragility [2], model watermarks are classified as robust watermarking, fragile watermarking, and semi-fragile
watermarking. Robust watermarking is usually used when resistance to various model attacks is required. Fragile
watermarking is used in cases that require high-sensitivity detection, allowing for quick identification of tampering
behavior. Semi-fragile watermarking combines the properties of both and is suitable for retaining validity after a certain
level of attack, while failing when tampering is evident. Apart from fragility, the most popular metrics for assessing
this function are reliability, fidelity, generality, and efficiency.

Regarding computational efficiency and real-time performance in practical deployments, current research papers
generally lack systematic quantification and reporting. Only a handful—fewer than ten—provide key efficiency metrics
such as trainable parameter counts and model sizes. Given the distinct technical approaches employed, significant
variations exist in parameter efficiency across different solutions. SOLIDO’s [44] parameter-efficient fine-tuning
technique results in substantially lower parameter counts and model sizes compared to other generative watermarking
approaches, demonstrating its outstanding advantages in model lightweighting and computational cost reduction.
Regarding inference speed, a critical real-time performance metric [11] provides concrete embedding time data,
reporting an average embedding time of 2.07 milliseconds per audio clip. This figure, compared to other post-processing
watermarking methods listed in the literature (such as Timbre’s 7.25 milliseconds [49] and notably PatchMultilayer’s
1254 milliseconds [56]), highlights the absolute speed advantage of neural network-based watermarking methods and
suggests the unsuitability of traditional algorithms for real-time scenarios. However, few other papers report latency or
throughput metrics for their watermark embedding or extraction processes, preventing a comprehensive assessment of
real-time performance across end-to-end pipelines.

In summary, within generative speech watermarking, Li et al. [44] represents a technically viable path to high
parameter efficiency through advanced training strategies, making it well-suited for computationally and storage-
constrained environments. HiFi-GANw [11] demonstrates the fastest inference speed among disclosed data, potentially
better suited for synthesis scenarios that require real-time performance. This pervasive data gap profoundly reflects
current research’s emphasis on feasibility, while generally neglecting usability shortcomings and failing to evaluate
computational efficiency.

4.3 Robustness Evaluation Against Watermark Attacks

With the increasing capability of attackers, audio model watermarking technology faces various security challenges.
We have also summarized the corresponding metrics for robustness evaluation against watermark attacks, as shown in
Table 15.
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Watermark Attack Robustness Evaluation Against Watermark Attacks

Reliability Fidelity Robustness Soundness Uniqueness Blindness Capacity Generality Efficiency

Watermark Detection ✓ ✓ ✓
Watermark Forgery ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Watermark Removal ✓ ✓ ✓ ✓ ✓

Table 15. Evaluation metrics for robustness against watermark attacks.

4.3.1 WatermarkDetection. In watermark detection, the goal of the attacker is to detect whether the content contains
any hidden watermark or not. One method uses offset learning to isolate the effects of watermarking by comparing
watermarked and non-watermarked models to identify the embedded watermark [106]. Reliability, fidelity, efficiency,
and blindness are usually the metrics used for performance evaluation. Watermark detection, as the core functionality of
the system, employs a comprehensive evaluation logic. It demands an optimal balance between high reliability and high
uniqueness, which collectively form the foundation of detection accuracy. Blindness defines the functional application
paradigm, whilst efficiency directly determines the feasibility of the detection process in practical implementation.
Furthermore, fidelity during initial embedding ensures the imperceptibility of the watermark, and capacity determines
its information-carrying capability. Together with generality, these elements underpin the functional breadth and
practicality of the watermarking system.

In the paper [106], reliability is specifically quantified as the watermarking success rate (WSR). Experimental data
indicate that under in-distribution settings, the WSR exceeds 80%, demonstrating the mechanism’s efficacy as proof
of ownership. Should the WSR prove inadequate, the entire copyright protection system would become virtually
ineffective. Currently, uniqueness ensures the exclusivity of watermark detection, preventing false positives when no
Watermark Trigger is present. The paper employs a dedicated classifier trained to recognize the category of generated
watermarked audio. This design inherently imposes stringent uniqueness requirements, guaranteeing the singularity
and authority of copyright claims while preventing erroneous attribution. Copyright verification is considerably more
practical in real-world settings because the detection process is fully blind, requiring only a secret key and no access to
the original training data or models. With respect to fidelity, the watermark embedding must not degrade the quality
of audio generated under normal conditions. The paper uses objective metrics to show that the generation quality of
the watermarked model remains largely unaffected in benign scenarios. Additionally, the audio produced during the
detection process should itself maintain high perceptual quality.

4.3.2 Watermark Forgery. In a watermark forgery attack, a watermark is forged, and the content containing the
faked watermark is confirmed to be authentic. Usually, the attacker knows the embedding method and embeds their
watermark in the same way [105]. There is also a way to forge by reversing the watermark embedding method through
the synthesized results or intermediate outputs with watermarks. Performance evaluation typically uses metrics such
as blindness, fidelity, reliability, and efficiency. For watermark forgery attacks, the focus of the evaluation framework
has shifted from survivability to anti-counterfeiting capability. While security remains central, the emphasis here lies
more on the cryptographic robustness and authentication mechanisms of the system, preventing key compromise
or replication of watermark patterns. Blindness similarly serves as a typical prerequisite for such attacks, where the
system’s anti-counterfeiting capability faces its true test in the absence of reference to the original carrier. The most
direct and critical quantitative metric for evaluating anti-forgery capability is uniqueness, representing the system’s
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false positive rate. A system with high uniqueness implies a low probability of counterfeit watermarks being mistaken
for genuine ones. Similar to watermark removal attacks, fidelity also acts as a constraint here, as forgers similarly wish
their counterfeit watermarked carriers to remain undetected.

In [105], watermark forgery takes the form of an ambiguity attack. In this attack, an adversary who has acquired the
protected model attempts to challenge the uniqueness of the original owner’s copyright claim by embedding a forged
watermark, thereby creating ambiguity and dispute over attribution. Uniqueness in this scenario directly determines
whether a watermarking scheme can resist forgery attacks. Experiments demonstrate that the verification success rate
for the owner’s watermark remains above 90%, whilst the attacker’s watermark fails to achieve comparable verification
efficacy. This indicates that the watermarking system effectively distinguishes genuine from counterfeit watermarks,
with the owner’s watermark possessing unambiguous uniqueness. Consequently, even when subjected to forgery
attacks, it continues to provide clear and credible proof of ownership.

4.3.3 Watermark Removal. Watermark removal attacks are a class of attacks in which the attacker tries to remove
or destroy the watermark information embedded in the model, and the specific existing techniques include regeneration
attacks [24], adversarial attacks [31], and editing attacks [24]. Regeneration attacks attempt to destroy the watermark
information inside the model by performing various transformation operations on the original model. Adversarial
attacks make the watermark detection algorithm unable to recognize the watermarked signal correctly by adding
imperceptible perturbations to the input and intermediate layers. The editing attack removes the watermark signal by
non-destructive editing of the model. Performance evaluation usually relies on metrics including blindness, reliability,
fidelity, and efficiency. When evaluating a system’s resilience against watermark removal attacks, the core logic lies
in verifying the survivability of the watermark. This directly and primarily relates to the Security metric, as removal
attacks are inherently malicious and targeted. Blindness defines the most prevalent attack scenario here, wherein
the attacker cannot obtain the original carrier, significantly increasing the attack’s feasibility. We ultimately quantify
attack success by measuring the post-attack Reliability of the watermark. Throughout this process, Fidelity serves as a
critical constraint, as a successful removal attack must not only substantially reduce reliability but also ensure that
the processed carrier remains visually or aurally viable. Efficiency, meanwhile, pertains more to the practicality of the
watermarking scheme itself rather than its direct resistance to removal.

In [40], watermark removal is concretized as a series of malicious operations designed to disrupt or eliminate
watermarks. The core attack scenario is the cut-and-paste attack, supplemented by multiple signal processing attacks.
The attacker’s fundamental objective is to render watermark detectors ineffective, thereby enabling the unauthorized
use of audio content while falsely claiming authorship. Robustness stands as the foremost objective and direct measure
of this scheme’s defense against watermark removal attacks. It quantifies the watermark’s capacity to retain intact
information and remain correctly detectable after enduring diverse malicious manipulations. The paper quantifies
robustness through the core metric Bit Error Rate (BER). The scheme specifically addresses the low BER observed
in targeted cut-and-paste attacks, validating the effectiveness of its barcode-shaped embedding strategy in the one-
dimensional Fourier domain. This approach exploits the stability of frequency distribution along the audio signal’s
time axis, thereby resisting localized deletion. Reliability in this context is directly correlated with the credibility
of the watermark detection function, ensuring the detection system consistently produces accurate judgments. The
paper evaluates reliability through detection accuracy and Area Under the Curve (AUC). High reliability forms the
foundation for a watermark system to serve as valid legal evidence in real-world disputes, guaranteeing the success
rate of copyright assertion. Furthermore, fidelity, as a fundamental constraint metric, plays a crucial role in the logical
Manuscript submitted to ACM
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chain against watermark removal. Attackers aim to remove watermarks without significantly compromising audio
quality. Consequently, an excellent watermarking scheme must strike a balance between high robustness and high
fidelity. The paper demonstrates through Fresche Audio Distance (FAD) metric data that its watermark embedding
process exerts a negligible perceptual impact on the generated audio.

4.4 Trade-off Analysis in Watermark Performance Evaluation

Within the domain of audio model watermarking, evaluating the merits of a solution typically involves balancing
three core and mutually constraining dimensions: reliability, fidelity, and robustness [42]. A watermarking scheme
rarely achieves optimal performance across all three simultaneously [48], but a strategic trade-off based on the target
application scenario.

Reliability vs. Fidelity: Increasing watermark capacity often comes at the expense of model performance. More
complex embedded watermarks, while offering higher reliability, introduce greater interference with the original
model’s weights.

Robustness vs. Fidelity: To enhance resistance against attacks, embedded watermark signals must be stronger and
more dispersed, inevitably introducing greater perceptual distortion.

Robustness vs. Reliability:Certain highly robust watermarksmay necessitate statistical detection through extensive
querying, thereby compromising the reliability of the detection process.

Taking the paper [18] as an example, we conduct an in-depth analysis of its trade-off strategy across metrics.
This approach falls under parameter-modification-based methods, aiming to protect model intellectual property by
embedding watermarks directly into the convolutional layer weights of the generative model. To achieve high fidelity,
the approach incorporates a normalization step to calibrate the modified kernel weights, ensuring that they are aligned
with the statistical characteristics of the original model. This strategy successfully minimizes audio quality degradation,
guaranteeing the imperceptibility of the watermark. However, to ensure the watermark’s robustness against common
audio attacks, the scheme must selectively embed the watermark within the convolutional layers of the generative
model, rather than merely in shallow layers.

Watermark extraction relies on a dedicated encoder-decoder architecture, which falls under the category of white-box
detection. This design ensures nearly perfect recovery reliability in the absence of attacks. Crucially, as the watermark
is deeply encoded within the model’s core convolutional parameters, it exhibits high resistance to structural attacks and
audio signal manipulations. However, this high-intensity embedding inevitably increases design and training complexity,
imposing greater demands on model training stability and convergence speed. This approach strategically leverages
the strengths of white-box techniques. Through meticulous parameter modulation and normalization techniques, it
achieves balance between robustness and fidelity. This demonstrates that watermarking research, while prioritizing
practicality, must rely on the characteristics of deep learning architectures to perform refined trade-offs between key
metrics.

Based on the performance data consolidated in Tables 7 and 8, a detailed analysis is conducted on the trade-off
between reliability, fidelity, and robustness across various watermark embedding strategies.

4.4.1 Comparison Analysis Based on Parameter Modification. Dynamic parameter modification techniques
deeply embed watermark information into model weights, thereby conferring enhanced robustness. As evidenced by
Table 13, the dynamic parameter modification approach demonstrates strong resilience against structural attacks on
adversarial models. In contrast, while static parameter modification guarantees high fidelity, its embedded information
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proves relatively vulnerable when subjected to weight pruning. Static parameter modification typically achieves the
highest fidelity among the four methods, reflecting a minor trade-off in the original model’s generative capability due
to the coupling within the training process.

4.4.2 Comparison Analysis Based on Trigger Sets. The intrinsic benefit of trigger set-based methods is their
capacity for black-box detection and control over the results of content creation. Adversarial sample-based trigger sets
emphasize stealthiness, whereas feature-based trigger set techniques typically show reduced capacity. They trigger
watermark output through minor perturbations imperceptible to the human ear. Table 8 demonstrates that such
triggers remain relatively vulnerable to channel attacks. The watermark’s detection accuracy quickly decreases if little
disturbances in the input signal are disrupted.

5 THE FUTURE OF AUDIO MODELWATERMARKING

5.1 Method Analysis Summary

According to the analysis of the various methods, we have the following observations. Watermarking based on the
modification of model parameters generally shows strong robustness. These methods can effectively resist common
attacks such as fine-tuning and pruning, but usually require white-box access permissions [8, 81]. In contrast, trigger-set
watermarking shows more flexibility and is particularly suitable for watermark verification in black-box environments
[51]. However, their robustness is relatively weaker compared to the former, and they are prone to attacks such as
watermark forgery and watermark removal [47, 92, 105]. Since parameter-based watermarks are often embedded in
the low-significance bits or redundant subspaces of model weights, they are highly sensitive to network quantization
and weight pruning. In trigger-set methods, the primary failure mode is catastrophic forgetting during fine-tuning.
In summary, if security and copyright traceability are the core objectives, watermarking based on model parameter
modification can be selected [12, 45, 102, 107]. If method flexibility is prioritized, watermarking based on trigger set
methods may be more practical [47, 51]. The combination of multiple methods is also emerging as an important trend
to enhance robustness and generality.

5.1.1 Shortcomings of the Existing Approach in Audio Models. For the category of models with fewer existing
watermarking solutions, each faces its own distinct challenges [6]. The main obstacle for speech translation models is
cross-lingual acoustic interference [97]. It is challenging for the watermark to remain resilient and language-agnostic
due to differences in pronunciation, prosody, and linguistic structures among several languages. The complexity is
increased by making sure that the watermark does not affect the quality of the translation or the consistency of the
semantics.

In Music Information Retrieval, the diversity of musical genres and the presence of complex harmonic structures
introduce high variability in spectral and temporal features [66], which can easily mask or distort the embedded
watermark. Maintaining both model fidelity and retrieval accuracy after watermark insertion is particularly challenging.

Watermarking for speech emotion recognitionmust deal with extremely sensitive emotional signals that are embedded
in minute acoustic characteristics, such as energy, tone, and pitch [95]. Even minor perturbations may alter perceived
emotion or reduce classification accuracy, posing a trade-off between watermark imperceptibility and model reliability.

In Audio Event Detection [67], the difficulty arises from non-stationary and overlapping environmental sounds,
which lead to inconsistent feature representations. Ensuring watermark detectability under varying noise conditions
and mixed-signal scenarios continues to pose a significant research challenge. Model categories with fewer alternative
Manuscript submitted to ACM
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Fig. 6. Taxonomy of Watermarking for Audio Classification Models.

solutions encounter challenges similar to those outlined above. Addressing these issues is critical to the development of
effective and practical watermarking schemes.

For speech translation models, watermarking technology faces the dual challenge of cross-lingual acoustic feature
shifts and semantic-prosodic consistency [16]. Specifically, speech translation entails not merely textual conversion but
the reconstruction of acoustic features from the source language to those of the target language. If the watermark is
embedded at the encoder stage, it must survive complex cross-lingual attention mechanisms and decoding processes
that often reshape the prosodic structure of audio, potentially causing watermark information loss [57]. Conversely,
embedding watermarks at the decoder stage requires ensuring that the watermark signal does not interfere with
semantic expression of the target language. For instance, in tonal languages such as Mandarin, fine-tuning fundamental
frequency for watermark embedding may erroneously alter word tones, resulting in severe semantic errors or unnatural
machine-generated speech. Consequently, future research must explore semantically aware watermarking mechanisms
that adaptively embed information within the redundancy space of acoustic features without compromising the target
language’s unique prosodic rules or semantic integrity.

Moreover, Table 5 indicates that models with a greater number of existing methods are typically those with well-
established application markets. In contrast, audio event detection and music information retrieval, while promising
modeling tasks, currently have no associated watermarking methods. Similarly, speech translation models have very
limited watermarking approaches, despite the fact that this area has been developing rapidly and attracting increasing
attention in recent years [79]. The paper also summarizes relevant solutions by model type, as illustrated in Figure 6
and Figure 7.

5.1.2 Comparison with Other Modalities. Compared to image model watermarking, audio model watermarking
presents unique challenges and opportunities, primarily stemming from the one-dimensional temporal nature of audio
data and the sensitivity of the human auditory system. Firstly, in terms of data dimension and structure, images
constitute two-dimensional spatial data with high local correlation, permitting substantial information concealment
within texturally complex regions without detection [54]. In contrast, audio signals are one-dimensional time series
with strong temporal correlations, and contemporary audio models depend extensively on long-range context. As a
result, even minor perturbations introduced during watermark embedding in model parameters or intermediate layers
may accumulate over time, producing audible phase distortion or pop noise that disrupts waveform continuity.
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Fig. 7. Taxonomy of Watermarking for Audio Generative Models.

Regarding perceptual masking effects, the human visual system exhibits low sensitivity to high-frequency noise,
whereas the auditory system is highly sensitive to temporal desynchronization and frequency perturbations [22]. This
substantially limits the embedding capacity of audio watermarks by requiring them to function under incredibly tight
frequency or temporal masking thresholds.

Regarding robustness against attacks, audio faces fundamentally different desynchronization threats [40] compared
to images. While images can be cropped and scaled, audio-specific methods like time-stretching [86], pitch-shifting [100]
can seriously interfere with the watermark signal’s synchronization. Particularly for trigger-based approaches, designing
a trigger pattern that remains precisely recognizable by the model after temporal displacement proves considerably
more challenging than creating a cropping-resistant image trigger. Consequently, designing audio model watermarks
often necessitates more difficult trade-offs between capacity, imperceptibility, and resistance to desynchronization
attacks.

5.2 Future Work Direction

As shown in Table 5, some aspects of current audio model watermarking have had significant success, while others
have not received enough attention because they are new or lack widespread application in the market. We summarize
several research directions as follows:

• Developing fragile watermarking techniques for audio models to enable tamper detection is essential and
represents a core challenge in model watermarking research. Although there are numerous fragile watermarking
solutions for visual model tamper detection [20], no fragile watermarking techniques have been specifically
developed for audio model tamper detection. For fragile audio model watermarks, the blurred boundary between
benign editing and malicious tampering represents a critical issue that requires resolution. This notable research
gap constitutes a significant omission in audio model watermarking research and represents a key focus for
future studies.

• Watermarking methods are needed for the models used in music information retrieval, audio event detection,
speech emotion recognition, and speech translation. They may be misused to illegally replicate or profit in
faking music albums, faking sound events, and cloning voice. Each model type faces unique challenges, including
cross-lingual acoustic interference in speech translation, which threatens watermark robustness, and high
feature variability in music information retrieval, which complicates the balance between fidelity and retrieval
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performance [65]. In addition, speech emotion recognition and audio event detection models must embed
watermarks within sensitive or non-stationary acoustic features without affecting perceptual quality or task
accuracy.

• Studies are required to improve the robustness of the watermark methods against a more diversified attack, such
as combining adversarial training and watermarking techniques. Existing watermarking schemes demonstrate
reasonable resilience against rudimentary attacks, yet their robustness remains constrained when confronted
with sophisticated, targeted assaults. Future research should concentrate on developing diverse countermeasures
that are seamlessly integrated into the training process.

• Methods are also required for the attribution of audio watermarking methods combined with biometric fea-
tures. In deepfake scenarios, a reliable deepfake detection model should simultaneously satisfy transferability,
interpretability, and robustness [91].
Future watermarking attribution methods are expected to be integrated with the biometric features that are
inherent to the audio content itself to achieve simultaneous tracing of the model, the generated data, and the
user.

• Another promising direction for future research lies in the development of cross-modal generic embedding
architectures and the design of cross-modal watermark consistency verification algorithms. The challenge lies
in designing a watermark based on functional abstraction that does not rely on the specific layer structure of
the model, but rather on its generative properties, thereby enabling cross-architecture detection.

6 CONCLUSION

This paper has provided a comprehensive analysis of the major developments in audio model watermarking technology
in the past five years, with a focus on a functional analysis of audio model watermarking technology and a discussion
of performance evaluation metrics. Based on the results of the existing literature review, we identify gaps in existing
work and propose research directions that can be explored, providing inspiration for the future development for
watermarking audio models. In-depth exploration of these emerging directions, particularly innovations in fragile
watermarking, semantic preservation, and cross-modality aspects, will be key to advancing audio model watermarking
towards practical implementation.
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